No. 9(4)le-payment-PFMS/T A-IlIZG’iB-W / o6y
Ministry of Finance
Department of Expenditure
Controller General of Accounts
Mahalekha Niyantrak Bhawan, E-Block, INA,
New Delhi — 110023

Dated: 11.10.2017
OFFICE MEMORANDUM

‘Subject: Procurement of Digital Signature Certificate by DDOs for digital
signlng of bills for payment to Vendor/Sellers/Suppliers etc.

A reference is invited to this office O.M. No. 1(8)/2016/DGS&D/TA/723
dated 17" July, 2017 an the subject cited above.

| 4The provision for digitally signing of bills by the DDO has been prepared wherein
XML file of bill will be digitally signed by the DDO. The said functionality is now
available in PFMS with the followmg effects -

i.  Whenever a DDO is ready with hns dxgltal signature, the said DDO shall be
configured/activated in PFMS for digital signature.

il. After configuration/activation of DDO in PFMS for DSC, the electronic bills
preferred in the format specified shall be enabled to be digitally signed by
the DDQ in PFMS. .

. Pr. CCAsICCAs!CAs are requested to take up with the Ministries/Departments for
procurement of Digital Signature Certificate (DSC) for all DDOs for roll out of the
functionality in ali DDOs and fixing of protocol for getting the information of
readiness for its configuration in PFMS as indicated above. A copy of ‘User
Manual' for DSC enrolment in respect of all DDOs is enclosed for ready reference.

- Encl: As above. ' Q e ; 2 &,/l

(Shailendra Kumar)
Deputy Control er General of Accounts (TA)

To

All Pr. CCAs/CCAs/CAs of all the Ministries/Departments.
Copy to:- '

1, All t. CGAs
2. All Dy. CGAs
3. PSto CGA
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PUBLIC FINANCIAL MANAGEMENT SYSTEM

USER MANUAL ON DSC (DIGITAL SIGNATURE CERTIFICATE)
ENROLMENT IN R/O of DDOs
(DRAWING & DISBURSING OFFICERS)
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Prepared For

CONTROLLER GENERAL OF ACCOUNTS,
MINISTRY OF FINANCE, DEPTT. OF EXPENDITURE
October, 2017
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The provision for digital signature at DDO level is a requirement of GeM

(Government e-Market Place), under which DDO needs to sign the bill digitally in PFMS.

Thus, all bills, which are being processed through PD route, are to be digitally signed by
the DDO in PFMS. Once the DDO is configured for digital signature (which is required in case of
GeM bills) then all the bills (including GeM bills) processed in PFMS, are required to be digitally
singed by DDO.

EIS bills, other bills which are being processed in PFMS through other routes viz being
uploaded from COMPACT, received in PFMS through integration (UT Chandigarh,) etc. will

remain as it is (without enforcing digital signature at DDO level) at present.

DDO user, who needs to use Digital Signatures for signing bill, is first required to enrol
his digital signatures at the PFMS portal through DSC (Digital Signature Certificate) Enrollment

module. After enrolment has been done successfully, DSC will be approved by PAO user.

STEPS
1. PRE-REQUISITES TO ENROLL DIGITAL SIGNATURES.
2. DIGITAL SIGNATURE ENROLLMENT BY DDO.
3. EDIT/UPDATE DIGITAL SIGNATURES.
4. APPROVAL OF DSC ENROLLMENT BY PAO.
5. DEACTIVATION OF DSC ENROLLMENT BY PAO.

1. PRE-REQUISITES TO ENROLL DIGITAL SIGNATURES

-Confirm that updated JAVA is installed on to your machine.

b. -Confirm that Driver of DSC is installed on to your machine.

c. -Go to Java Control panel > Security Tab > Edit Site List enter
https://pfms.nic.in.

d. -Go to Java Control Panel > Advance Tab > Java Console option Enable “Show -
Console”.
-In Miscellaneous Enable “Place java icon in System tray option”.

e. Go to Update Tab of Java and confirm “Check for Update Automatically” is Enabled.

f. Close the Java and the Browser and login again to enrol DSC.

©PFMS 2017, All Rights Reserved with PFMS, O/o Controller General of Accounts, Min. of Finance, Government of India
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Java Control Panel: Security Tab

2 ava Control Panel

! General | Update | Java || Security | Advanced|

[V] Enable Java content in the browser

Security level for applications not on the Exception Site list

(7) Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@) High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

©PFMS 2017, All Rights Reserved with PFMS, O/o Controller General of Accounts, Min. of Finance, Government of India
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Java Control Panel: Advanced Tab > Java Console

Java console
i@) Show console

Default Java for browsers

[7] Microsoft Internet Explorer
Mozilla family

Shortcut Creation

(") Do not start console

----- () Always allow

1 Always allow if hinted

~) Prompt user
(@) Prompt user if hinted
----- ) Never allow
JNLP File/MIME Association
~~~~~ (") Always allow
(@) Prompt user
----- ) Never allow
Application Installation

--@) Install if hinted

~() Install if shortcut created
----- (=) Install if hinted and shortcut
----- ) Never install
|_Secure Execution Environment

©PFMS 2017, All Rights Reserved with PFMS, O/o Controller General of Accounts, Min. of Finance, Government of India
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Java Control Panel: Advanced Tab > Miscellaneous

e Use TLS 1.0
- [¥] Use TLS 1.1
- Use TLS 1.2
Miscellaneous
i--[7] Store user settings in the roaming profile
|_i--[/| Place Java icon in system tray |
[ Suppress sponsor offers when installing or updating Java

m

.1

ok [Coneel ] [ ool

Java Control Panel: Update Tab

| General |: Update | Java | Security | Advanced|

( The Java Update mechanism ensures you have the most updated version of the Java
51 platform, The options below let you control how updates are obtained and applied.
- .

Notify Me: Ee?ore downloading v

Check for Updates Automatically | Advanced... |

Every Tuesday at 19:00, Java Update will check for updates. If an update is

recommended, an icon will appear in the system taskbar notification area, Move the
cursor over the icon to see the status of the update.You will be notified before the
update is downloaded.

Jawva Update was last run at 09:55 on 15-03-2017. [ Update Now ]

o] [cameel ] [ omr |
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2. ENROLLMENT OF DIGITAL SIGNATURE BY DDO USER

-To request initiation for enrolment of DSC, user will go to

“MASTERS” > DSC MANAGEMENT > ENROLL DSC".
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Following screen for “Digital Signature Enrollment” will appear.
System will display a message:

“Please open PFMS website in INTERNET EXPLORER for successful Digital Signature

»
Enrollment”.
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- If DSC driver is not already installed in the machine, then use the hyperlink (in blue colour)
available on right hand side of the screen to download and install the driver. Similarly if the
appropriate updated JAVA version is not installed in the machine as mentioned in the pre-

requisites, then use the hyperlink available on the screen to download and install it.

- Insert Digital Signature certificate key on to your system.

- Click ‘DIGITAL CERTIFICATE ENROLLMENT’ button on the screen.
©PFMS 2017, All Rights Reserved with PFMS, O/o Controller General of Accounts, Min. of Finance, Government of India
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Following screen will appear:
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User will check the box “I accept the risk and want to run the application” and press “RUN”

button.
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User has to press the button “Don’t Block” on next screen.
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User will press “RUN” button on next screen.
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Following screen, showing the pop up of “Windows Security”, will appear. User has to press the

button “CANCEL” on pop up screen as many times as it appears.
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-Next, a pop-up selection screen will appear containing the list of certificates which are

installed/ connected with the computer.
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User shall select the desired certificate from dropdown list and click “OK”.
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A progress bar will appear.
User has to press “CANCEL” on the pop up for “Windows Security”. Keep on pressing the button
“CANCEL" till the time the screen disappears.
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System shall ask user to enter Authentication pin. User shall enter valid pin and press “OK”
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-‘Enrolled successfully’ message will be displayed for successful PIN validation.

g Public Financial Management System-PFMS/ At ) T3
: (/2 Contredlee ierwesl of Acemets, Mivetry of Fisenss iy I otrmin! Yoo~ IRI6-2087 LT
I . i ORI AT Lanman Sasnih
L
AN rwerts
L R L}
T bmerdcad Lape Vgt ey redater b bee
Wby A Vo A s P he bt e (R S 23
Momes et [ e
To Omsndnnd lwie Phghs bt bare (P Weetmn 04
Hearh bedrbe [ "
Mapencmedt sbbad vmminetne |
—— L
Rt frisdiog Yoomptoles [ ) ot sarsnnstuty

-User shall click “OK” to proceed to enrol concerned digital certificate.

After clicking “OK”, user shall wait for few minutes; say for 5-6

minutes.
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-“View Certificate Details and Proceed for Enrollment” button will appear on the screen.

User will click this button to get the details of concerned certificate.
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-The details of concerned digital signature will be displayed. “Certificate valid from and valid
up to Dates” will appear automatically. User has to enter the dates for “Enrollment Valid From

and Enrollment Valid Up To".

User shall select “PURPOSE” for enrolment of Digital signatures.
Only one purpose “Digitally Sign Bill by DDO” is available for selection.
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-After the user has selected purpose, he will press “ADD” button.
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Selected purpose will appear in a grid below. In case of wrong record, same can be deleted using

“X” given against record.
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Click “ENROLL” button at the bottom to enrol the concerned certificate.
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A message will be displayed by system “Digital Signatures enrolled successfully”.
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To view the status of Enrollment, user will go to:

“MASTER DATA” > “DSC MANAGEMENT” > “ENROLLED DSC”
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After successful enrolment by signatory, DSC will be available at PAO level user for approval.
NOTE: Only one DSC can be enrolled with a single login ID.
If user tries to enrol some other DSC with same login ID, system does not allow that and displays

a message “You have already enrolled Digital Signature”.
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After DDO has enrolled his enrolled DSCs, it will be available at PAO level user for approval of

same.
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3. EDIT/UPDATE DIGITAL SIGNATURE

Details of enrolled DSC, if required, can be edited by the user himself before/after the approval
of DSC enrolment by PAO. In both cases, approval of PAO is required.

To edit/update the details of enrolled DSC, user will go to:
“MASTERS”>"DSC MANAGEMENT”>"ENROLLED DSC”

P ‘ Public Financial Management Synml:l»hldz e AT T

o Ty
0/9 Controllar Grove sl of Actaamte, Nivstep of Flasnce Fnmatal Swir M40 L0L?

o DU s the murwmary U Ageres oty 15 Ak od hyw. Y0 Bl Wl vAM § Soricate BIAA Seaal. Uhe WAS Sats aa T ML see. W &

b Aconan| Valilation Status

User can view the details of the signatures enrolled against the user who is logged in. List of
enrolled Digital Signatures will be displayed, with an option to update/view them. To view the

details of desired user, click “VIEW” button given in right hand corner of selected record.
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Details of selected record will be displayed.
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This option is also used to edit the information of an already enrolled digital certificate.

Details can be updated by the user who enrolled the digital signatures.

Click on ‘UPDATE’ hyperlink in the grid in last column for the DSC to be updated.

Screen containing the details for the concerned DSC shall be displayed.

At this screen, user may make changes in the following editable fields:
- Enrollment Valid From date

- Enrollment Valid Up to date
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- Since only one purpose is available for selection, hence only date fields can be updated.
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After making desired changes, user shall click “SUBMIT” button at the bottom to save the

changes in the database
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System will display a message “Updated successfully”.
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Now the status of “Enrolled DSC” will be “EDITED”
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Details of edited information may be viewed by pressing “VIEW” button.
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4. APPROVAL OF DSC BY PAO

Once the digital certificate is enrolled successfully, it is then available to the concerned
approving authority for approval. PAO level user is authorized to approve enrolled DSC of DDO

users.

For this purpose, PAO user will log in PFMS portal with his user id and password. He

will go to:

“MASTER”>"DSC MANAGEMENT”>"APPROVE DSC”
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Screen for “Digital Signature Approval” will appear. Details of records pending for approval
will be displayed. The status will be either “CREATED’ or “EDITED”.

Here you can see the status of DSC enrolment of DDO user is being shown as “EDITED”.
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PAO user can either “APPROVE” or “REJECT” the enrolment of DSC done by DDO user. For
approval, select desired record by checking the box available in the grid for the DSC to be
approved. Click ‘APPROVE’ button to approve selected DSC.
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If required, PAO User can also reject the DSC enrolment request by selecting the “Reason for

Rejection” from the available list and clicking on ‘REJECT’ button.
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In case the approving authority wants to view more details for concerned DSC enrolment

request before approval, user can click on Hyperlink shown in Red font in ‘User Name’ column

in the displayed grid.
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On clicking the hyperlink of User Name, details of signatory will be displayed.
After viewing the details, PAO level user can opt to “Approve” or “Reject”, as the case may be.
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For rejecting, PAO has to specify the reason for rejection.
In case, a PAO level user opts to “Approve”, System will display a message “Approved

successfully”.
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Now the status of this signatory will be shown as “APPROVED".
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In above screen, PAO user can view the details of approved signatory by clicking the button

“View” button.
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It may be noted that PAO user cannot update the details of DSC enrolment of DDO user, as this
can be done by the concerned user only. If PAO clicks the button “UPDATE”, system will display

a message “Details can be updated by the user who enrolled the digital signature”.
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5. DEACTIVATION OF DSC ENROLLMENT BY PAO

An enrolled DSC may need to be de-activated under following circumstances:

- In case the authority in charges leaves office due to transfer/retirement/death etc.
- ‘Enrollment Valid Up to’ date for the DSC has expired.

- Enrolled DSC is revoked by the digital signature issuing authority.

For this, PAO user will go to
“MASTERS”>"DSC MANAGEMENT”>"DEACTIVATE DSC”
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On the screen that follows, a grid containing the list of enrolled DSC available for deactivation, is
displayed. At this screen, user shall select check box for the DSC to be deactivated. Select

‘Reason for Deactivation’ from dropdown list and click ‘Deactivate’ button.
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Success message shall be displayed on the screen once the concerned DSC is deactivated

successfully.

Now the status of this DSC will be shown as “DEACTIVATED”.

& Public Financial Management System-PFMS e AN s
& . Vo | M fonr Tope: W40
H{0/ s Comtrodler Urveesl of Actraents, Novasey of fipnse Tt reat J0ie 2000
oot Repert | Obprtal Simnatsrn Oe et ivate
i T
e 1t Masnir Enrolled  Owner Owirer Cheiver volat Vol Neglstration Negistration Apprevest Appevent  Status
Lot LS | Oate Momw  Ovpaniaathen  Cvgmlastim  Orge From Uwto Fram Upts LY Date
i
[T [— ey prppy pe———————y ppae——— [YYTTEY Y E—— YTy [T — Faryymey PR—
Li.2em 'm.x T L LT Nereiade s ww, |seamid
I e Pethios sod
o211 [t smivny
' | s
ot . W | ™ " .- 1"
.

Momen Martne [ v
Moot st hmiasvne | |

— i |samess | ssirseis |/ |sums T
—ta [ | oteadnd | | joman

sttt e M At B ' i - SAAN IS | g
: o . can ot

Merann | -
Trnsbes tavy ({
Mt b e dtten [ [Samtam] W o (b getre b | el v

o Public Financial Management System-PFMS e AR SN
— ) (e ywe) SO
& 2|01/ 0 Connrrdler Gaverdd of Aeermte, Mieksiry of Forors Pl e TS A P
-lu-umn-' Coomemne Sasrit
Hevee
Wearbea
Th Silhncig (0000 ofunner (he mamapls oF bombamt S0i Bing 1o ohebes ool an T Ful aul ham o bt HOnN Menes hume shut Shans i 1oe e basn 1o bad Se
e Plasbagrivi vt e I e rpmbarmia Al
[EITEY) i |
Maseer | Carmmatorei;
|V bt [ #romemss 1wns o | \
e Mo [Fev— — I |
| ) -
NE TN -
Suntiese LR 1. | .
» N "
[T re—_— [ vna \
Trwastve Crary [ ——
}u—u
[T ———
1
Srepbopes fate byomee i e
Foa o8 maibny
Meaurte
R A B l
St .‘.‘
Naghten| Hard brane Apg—s UM

©PFMS 2017, All Rights Reserved with PFMS, O/o Controller General of Accounts, Min. of Finance, Government of India

25



User Manual On DSC Enrolment For DDOs

¥ ~—— -
& |Public Financial Management System-PFMS e S 40 m
o o Tw
g U0/ 0 Contradber Gossr of of Aexssnts, Masairy ol | sases Poutd et 30002087
- Laaal
Lesnerne memech
D
List O Emrvibed Dagital Sagmeties
S—
A Tw Arvvete reyveees sgeaare. b ered ayee
e
A
Vasd  Vabel ligte Semgeteatien
e roven e
—— BARTICEEIIE! | MIVIEIS WMSTITAS LTINS D6 CRA MVEESER | WANEESESC T3 R s U ] ]
o by > v \ | Ueudes t
e -
BTN MR ML el oy o -4 ! { il 4 "a
e o v e = . ey =
omauen  [pwae | e Limwapwt wszmme [iwr [PTTTTSIPR res—
Etannd ins1e3 oo | | -
e | e =
Suan | s |
y AL PO (IS OO o s
Tiamabe ety i
e | .
OO " L TULTO O " TEUTTE R [P
[y T—r— e - f ’ e ymnn
— ] N—
Sasteyes lon Gy aits som
— rusons | jezmess B B T AT e itz [ ——
== SR ‘ E
| | e
Agres st Sate
AN, D) izt frer
e =30
4 i —isme, ] - ] -
A I32 IEIEINY | e Senrds Vi T B PIPES I ——
Sagter ! Trach wvee | Lodes o=
T TN -
\an
frawiown fewiaimie [rasea T [—
] \
ualey =
WAARTMONT 0T Lo e S LR B U TR T
o Persioyny od Curees | { Vo ra
et |

After PAO has approved the enrollment of DSC, DDO will be able to digitally sign all the bills

including GeM bills. As stated above, EIS bills, other bills which are being processed in PFMS

through other routes viz being uploaded from COMPACT, received in PFMS through integration

(UT Chandigarh,) etc. will remain as it is (without enforcing digital signature at DDO level) at

present.

This completes the process of Enrolment of DSC in respect of DDOs.
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