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FNoTA-2/030602(01)/2/2028-TA-1137
Governmcm of En{:hu
Ainistry of Finance
Department of Expenditure
Office of the Controller General of Accounts
(TA-II Section)

New Delhi,
Dated: 20.04.2021

ﬁ%‘%;i % EE,MORA\E}EV

Subject: Guidelines regarding ‘wstuu Security Protocol for Work From Home (WFH)
npcratmns and role ()f I’F\f{’i users viz. i’muram I}wmon, DDO And 1’&05{31)})0 -reg.

In continuation of this Office OM  No.TA-2/03002(01)/5/2021-TA-IV/370 dated
20.4.2021 regarding relaxation in Central Government Account {(Receipt and Pavment) Rules,
1983 for cnsu ring smooth pavments by Pf\{}sf’LDDQ% and s,na,bli ng them to Work From Home

{WFH.. :!“. following g Lmﬁeimz.s are *ssutd

2. The guidclines regar rding the role of users viz. authonzed signatory ( P%‘(}ﬂian‘ Division},

DDO and P#\Oa‘i DDLJ 1n 11“

arrangements ar¢ given in Anscxure L

5

3.7 T Abe S\'Sif“rl secu f’f‘s;r protocols f,,‘:' work Emm home om,ratml, oi PI ‘»fi\ PAQ/CDDO
zz‘aouue_::zg gn«fm. in A}}ﬁz;,z;‘e ;.- : '

4: Qmu[iaﬂwmlv on - Lhe Rc'{ic"'p" £ CCAs/ Lz\sut} shall. advise

de,
v;tmstri 5!Ds,paﬁm‘,_ms 1o %L N ihi’ 0 ‘v‘nu “de pc,,sii all money duc to (:0\ u“‘l““‘ICi‘l{ af'{ndia.

: e .«Ei}:"-{,ﬂﬂ'irﬂﬂti‘ {xcnera; of Accounts
i i}

.

All SHC(&;E ies of ‘\ﬁmasmeg; Departmenis ‘Ga‘éé?nnﬁ"im of India
_All Financial Advisors of Mmas ries/. Departments of Government-of india
CAlLPr Cf‘AS/"‘CAs; CAs HC: of’ Evﬁmestnes,! Departmmfs of {aavernment o“ﬂd a
All Addl. CGAs/It. CG As/ Dy. CGAs of office of CGA : _'
DG, Geverniment ALmu*ns ""ﬂre ST u}mpt g,ter &Audimfﬁengrai cfindia -
Office Copy. S ' e '

: F’,;_.Eﬂ oW p‘;.w‘..

Copy for information to:

, Secretary (Expenditure}
- 2. Centroller General of Accounts.:

i

 BeA0(TTD), o (BA- Foy ujlectivg i (G webeile,
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A-nnexure I

grized users af PFM{;:* {Program Dw;smm z};}g) and_wg ,{ }BQL ddltmnai
i ark Frﬂm Hsmgpr__;awl

Role of Program Division ®D):

After ink-signing original qaﬂcmon, a soft copy {PDF) of every sanction shall invariably be

‘serit by the authorized: ugnat{)rv of Program Division to DDO, PAG/CDDO as well as

Pfﬂ@A/LCA/LA(I(.] as the case may be through e-Office/ official eman] (@gov.in,
@mcm) ' , _

rﬁ_ale_ of DDD in PFMS:

s After'ihk—s_igniﬁg.o-ri‘gi‘n'ai‘ bills, BDO s_h'ail submit the bill through the PFMS electronically

after logging in into the system thrngh his system 1D as per the eﬁistﬁﬁg}p_mtocﬁi.

DDO shall ensure _.t}l-a‘_t he has signed the pay order on every voucher attached with the
original ink-signed bill before sﬁbmittﬁﬁg the ‘bill to PAQ/CDDO Lhmugh PFMS. Once DDO

 submits the tnh to PA(} in PFMS*, it qhall bc treatvd that DDO has autbam ed the pay order
“in the 5y<s£cm : - - : ;

DDO shall prepare the bill abstr'xct (Format A] and cer nfy in rLSpcct ot bzl} against the
sanction presented through the clcc{mmc syﬁtem in support of rélevant claim, ‘A scanned

capy of abstract (Format A} of the physical L bill is to be subm:ttcd to PAQ through e-

Ofﬁce/ufﬁmai e- maal DS(, {:m thﬁ abstract is dcsambic

DDOs will send dctaz%s; of bills pr efprmd at the end ofeach dayin For mat B Le I:he PAO. The

'PAO can: check[ver;fy and s&tlsfy.h;maciithat there is no mz_smaif:h..

: '-Ihc ongmai ;nk s1gned physma bill shall, however, be submitted. by DDO to PAQ at a later
date {bill dates from 15‘( 14th and 15th -month end should reach PAQ by 1st and 15th of the

- next month rcspecﬁvely} with stamp of “NOT. FOR PAYMEN’ ) for post chcck and record.

- DDO may indicate the details of paymeut adv;ce number and date so thai PAQ shall stamp
- the original mk—signed physlcal bill as “paid” and so. canu‘llcci Tk‘ns ph}fschal bzi} will not in
‘any qxtuatmn be re- processed in the system. :

It :,hall be the respamxbxlzw of ngram Dmman and DDO to {H‘ISHI“Q that the Same physical
'documcnts are not uﬁ(_d for generating duphcaie sanction or ’b;u

E)DO sbalt suhrmt the ink-signed 0r1§3mal bilis to PAO with a stamp ai Bﬂis processed
: 'under rsfiaxatmn of RPR’ on farmlght v basis. L.c. Bill dates fmm 1st-14th and 15th -month
j md should reach PAQ by h.t and 15th mf the next mom’n respecﬂ‘vaiy
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hﬂt& * P?MS may bn read as PFMS ;’ Other Liectmmc sy«sﬁ:m as the case may be

Role of PAO in PFMS:

At the time of’ log in’ by the user in PFMS for bill processing, the sy stem shall ask the user to

~mark a m;k Whether the user is to pmwsa L%e bill undcr Work From Home promca} (Yes

/ Mo)

A box: ‘Bill Processed under relaxation uf RPR’ (Yes/No} shall be provided in PFMS

- against each bill at PAO level for its marking. In case DH. accepts the bill in P¥MS based on

the Abstract copy of the physlcal bill 'made available by DDO thmugh email instead of

~ original bill akmg, with suppm ting vou chers and documents and the bcx shﬁuld mvarzabiy

be marked as “Yes' when PAO processes suc:n bill for payment it PFMS. The onus for
appmprzam maikmg in the box in PFMS shall rest with PAO PAO S}muld therefore satisfy

: hlmseif/ hersoif T_‘hat the box is tmked mrrcctiy

Once the above ahetk box wﬂ] be checked the system shail mentm‘n ih{* ﬁ}ﬂewuzg, certificate
as accepted by PAO.

3 undertake the responsibility te check the physical bill | against the bill pmce%m under

relaxation sFI{PR once it is received in PAG L

PAO shall forward the e-mail rcr.{}wcd from DDO to AAQ and | Dealing iland “The Dealing
Hand (DH} user shall accepta bill and allow the system to generate a mken only wben the
email has been recelved from BDO thr ough PAO.

The DH; }‘u'&i) and PAO shall check thc: abstract (Format-A) of the bill made available by DDO
threugh e- -mail Wlf,h refmence to the sanction aqd keep the d@cumem zndhd:rg I*armat B

downloaded in a separata date-wise folder. These f”ﬂes '-,hall bc verzf ed mth refe;em;e to

: _the T ecemt of the ml{ szonod mrxg;nal bliis ata }ate; %hge

' I‘h’e neccs'sa_ry pr-e«cne{:’ks of the hzﬁs shall be conducted at DH/AAQ/ PAO level. -

Based on the daily report from DDO; the PAO shall éheck/vcrify and satisfy himself that
there is no mismatch cf the total nmrbcr of bl%is and total amount that he haa preferred to
the PAO on that day ' '

‘The payments made shall be submct to 100 percent post-check by the concerned PAOs once
: 'the sxtuat:an narmah;es RELOV{,I”iC& wzll be imhated hy PAG whe,rever nccessary

-On rccexpt of ink-signed urlgmai bills fmm DDO with reaordmg of “N(}T FOR PAYMENT” at
- alater date, PAO shaH record DV No and date. PAQ shall complete the post z:hcﬁcs inatime

bound manner as decided by Pr.CCAs/C CAs;’éA{IC] All PAOs will have to ;ncserve the ink-

-’itgﬁed ormnal billsr ecmved fbr post check as per rodai pmv:smns

The rey_;cw -o’f'sanc_tz_c'ms?as- r-eqmre_d-.m_terms of para &,4.:} of Civil Af:_cf}u'ﬁ_ts- Manual will be
done by E’Af} '::m’d -P!.’.;{':GAS/ 'CCAS JCAS(IC) as- thc ‘::-a"se may be on PFMS/ EQ{}fﬁ{ief e«.mail.

PFM‘? shall prmﬂde a regert far the purpose Of monitoring the b%ﬂ‘-} ;}roceswd 1 m‘ier RPR in
the presmhed f{;rmat X :




(Format A} of Annexure |

ABSTRACT OF PHYSICAL BILL

. Name of DDO: -

'i)ﬁ{;'}:Codc:L_. , ")
Bl Nou: (1t should be rupning scrial,num[l)m*-(}f submission of bills through email). -
' 'Datc--

' =-mcul reterenm ddie i (It should be the date on wiﬁ‘ch sanction was scmli"émﬁgh émail}

~ (SLNo. 1-5 below. should match wz{i? PFMS/ sys!em generated. mmzhars)

Sanction No.:
g Sanction Date: -
L "S:anétian Amount:
4 BilNo:
5 Bl Datei
6. Grant No:.
. i A_éc:_c}.'ﬁ.h'tiﬁg 'éta;ssi?‘ic'atian {15 ':c.i_ig_its):“._‘ _
| 8. .\fotéd or'Cﬁ-arQed- '
g 'ri}escrzptmn of Object Head: :
v iO,'-Budget Prowsmns {m the case of wsthﬁrawa} from CFI‘ _ _ : _
| '_Qb‘;-ggt gjgﬂ e B Ag_{_};p?_,_z) : ; f_umuiatwf: exp. mcmcimg thi*‘; b;l[
_ L "R.s; . : 0 A G
A _Tntai deductmns ifany: :
; 12. Name m‘ Benef:csary {In: case of mumple bme?lczartes, a separate sheet be enc iosed)
'13._ Bank ﬁcanunt Nr.: of Beneﬁc;ary _
5 Net amaum reqmred for payment {4- 11)
' Cert;imatc
1 The bank accouﬂt numbers of benef;c;arv (ies} have been verified with reference to
3 "sanctmn/c]arm - : : Bt R
2. ':.'The undersagned 15 fufhr satlsfled that the blif is in m‘:ﬁer Any over paymen‘cs made will be
remvered or. ad;usled as the case may he '
o3 ;

- psc afﬂxgdﬁmt z_xlff_ixed.' .

- (Signature of DDO).
Name of DDO & Office




{Format 13}
‘ ~of Apnexure |
End of Day Summary

Name of DDO:
-DDO Code:

Date:

SLNe. |  BillNo. BillDate | Amount  |Date of payment (to
' | | be filled by PAO)

- End of Day ’1"9-’@.311 7

© - (Format X)
~of Annexure

Status Report on Dl'ﬂ'cessing- of bills under relaxation to RPR

Period: (daily or \g&%c&k}y{%’tﬁrtnﬁghﬂj’[xmi:m%ﬂ.y From: (SR

[SLNo. [Controlle] PAO | DDO | Bill | Bill | Amount | Datcof| Datcof | Dateof
e Code__ Code :-C'ude No. | Date | payment| receipt of |post-check
i A pr e S . |original bill| - done
| (to be filled {(to be filled
| manually) | manually)




A.nh‘_f:x-nrc 11

Svstem securiw nrﬁmmls for werk fram hame ﬂneratmﬂ af PF MS treasurv mﬂduie

.1, lI Pr. CCA&/C{,AS/{’MUC) will intimate: tn Office of CGA ali user H}s of Lreasury
users who have been authorized to Work i*rom Home on the email id~
~ pao2000@nic.in, anupam. iaj@govm hsrzvastdva@gw inin Fnrmai(}wﬂﬁm three
- days of issue of this OM. b : :

i PPMS isa we‘o based dpplzcatmﬁ with dual layer firewall embf,dded in the system
o and htn{_f: is acnes‘;ible from any camputer thh an mtamet canneumn :

-y ’E he various. users eftreasury msdu e ﬂpexai:ng the PEMS may ensur ¢ that their
_'£0mp‘dters are not infected by any malware or virus and must not visit any
% .mahcmus websnes usmg the computcr on wmch they intend ’Lo operatc FMS.

i The &ystemzc flow for regular sanction pr‘()ce‘;';mg is not bcmg al*"m ed for treasury
~ functions on PFMS and all levels would continue to work in'the same hlerax chy and
“work flow as they havc bxzr.n fun::tsonmg under rcg,uiar circumstances.

i 5 ‘The users of the treasury module must be on watch for phishing websites and not
- try'to search PFMS URL on search engines like Google, Bing, Yahoo etc but instead
always type the PF MS {}RI m Lhe ‘arcws(‘r http:: [}pfms nic.in-

S Aall points Qf time each screen may be checked fora URL to méndatarily begm
s, w1th https f/pfms nic.in/ for sncured access LO the %ystem

Lev: o lhe users of the treasury meduic must be carcfui tonotclickon aﬂy unzdenmﬁed or
g mahcmus emails or: }mks on 1%1{31*: camputer wmch they mtend m U’?L f{}}' Pi* MS.

g The users of Ehﬁ treasary module may enqur‘e that the 1atest version (}f zmy anti-
__kus pmgram or fxrewafi is mstflile;i and up to date On their computm

9. The mers may emure that the iamst version of }ava is mfata}led on their computers
: far d;gztaily srgnmg the sanctmn ;’ be / batc}} as at}phcahie

3 5 _1()’-.'1119 rest of pmtncols ier use. af PI"MS 5hail remam the same aq umicr nﬂrmaé
' arcumstances : 3 : _ _ _

' 11 For any a'ssmi:aﬁce rclaimg to- I"{ Hdpd{}bk may be approached at pat)z(}{}{}@ma in.

12. The Work From. H(}me grotocnl for PAG‘S shall be reviewed and overseen by Head of

Acwuntmg Orgamzatmn:: of Mlmsmcs/ﬁcparimcnts /i




- Format C

(of Annexure IT)
C_antrqlié‘r-_ Code:

'PAO Code:

LNy oL SO Namre (o ~ Designation ; 'I?F‘.?t_f?{S'u'scr n

EEE




